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Introduction

These instructions apply to:

Windows 2008
Internet Information Server IS 7.x

These instructions apply only to Windows Server 2008 with Internet Information Server IIS 7.x.
These instructions could also work for IIS 7 on Windows 7; however, some of the screen shots
in this document may appear slightly different.

Before You Begin

To successfully install LISTSERV and configure its WWW interface, you MUST be logged in as
the Local Server Administrator or use an account that is a member of the Local Server
Administrators Group (i.e. not a domain Administrators account). Even so, you may at times be
confronted by Windows UAC Security warnings:

We don’'t recommend turning off UAC so simply click [Continue] and proceed whenever you are
challenged by this.

User Account Control E3

Windows needs your permission to continue

If vou sktarted this action, continue,

%j‘ 115 Manager
F

Microsoft Windows

Ll Details Continue Cancel

User Account Control helps stop unauthorized changes ko vour computer,

In addition, you need to verify that certain necessary components or modules of 1IS 7 are
installed on your system in order to be able to successfully configure 1IS 7 and LISTSERV.
Please check these first and if necessary, install before proceeding.

Verify that the ISAPI extensions and CGlI are installed with 1IS 7. Open the Windows Server
Manager, and then scroll down to Roles Summary for IIS.



E_ Server Manager

File  Action “iew Help

= |||
= = Roles

o

@ &5 Web Server (115)
H ﬁ]:' Features
[+ g Diagnostics
M i+ Configuration
¥ 4 Storage Product ID:

Get an overview of the status of thi

™ Do not show me this console at logon

Double-click to display the currently installed roles for IIS

#~ Role Services: 21 installed

Rale Service | Status |
% Web Server Installed
f‘i.J Common HTTP Features Installed
&J Static Content Installed
&, Default Document Installed
f’ S Directory Browsing Installed
f!'_u HTTP Errars Installed
HTTP Redirection Mot installed
WebDay Publishing Mot inskalled
,f‘L__,J Application Developrent Installed
a5P.NET Mot installed
b MNET Extensibi lled

Mok inska
Mot installed
Mot installed

Gl
[SAPI Extensions

IS I ed

Server Side Includes Motk installed
& Health and Diagnostics Installed
- HTTP Logging Installed

Logging Tools Mot installed
Li.) Request Monitor Installed

If the CGI and ISAPI Extensions roles are not installed, click on Add Roles and select them
from the list. These may not be included in the default installation for IS 7, but they are required
for the LISTSERV WWW interface to run. You may need the original Installation Media to add
these roles.



Select the role services to install for \Web Server (115}

Role services:

Default Document {Installed) A-|

Directory Browsing {Ins

HTTP Ertors (Inskalled)
[ ] HTTP Redirection
|| webDaVv Publishing
= [E application Development (Installed)
[] asp.NET

MET Extensibility {Installed)

ISAFI E::-.-:tran-_:h::n_-_:
[ ] server side Includes
= [E| Health and Diagnostics (Installed)
HTTP Loaging {Installed)
[ Logging Tools

Reguest Monitor (Installed)

T |

The following roles, role services, or features were installed successfully:

v 1 warning message below

A, Windows automatic updating is not enabled. To ensure that your newly-installed
~ automatically updated, turn on Windows Update in Control Panel.

-~ Web Server (IIS) 'ﬂ' Installation succeeded

The following role services were installed:

Web Server
Application Development
cal

ISAPI Extensions

Important: Users of the IIS SMTPSVC, please see the special note on last page of this
document for an additional role (IS 6 Management Console) that should be installed at this time.

Step 1. Creating Additional Required Directories

Before you begin, stop LISTSERYV if it is currently running.

After the normal installation of LISTSERYV, make the following additional directories if they do not
already exist:

X:\LISTSERV\LISTS (parent directory for list message archive files)
X :\LISTSERV\WWW (parent directory for LISTSERV www 'root" dir)
X :\L1STSERV\WWW\ARCHIVES (this will be LISTSERYV www 'root' dir)

X2 \LISTSERV\WWW\ARCHIVES\UPLOAD (this dir is required)

X :\LISTSERV\WWW\SCRIPTS (where LISTSERV wa.exe cgi script will run)

Note: The directory names are the defaults specified in a default installation. If you have chosen
not to use these defaults, then you must make any necessary transpositions. The Drive letter is
shown as x:\ because we do not know where you have installed LISTSERV and IIS. IS defaults
to installing on C: on most cases, but not all. Please make appropriate substitutions where
necessary.



BN G:\LISTSERY'\ WWW' archives

|

Fle Edt View Favorites Tools Help | &
G Back + = - &) | @ Search |, Folders | [ED~
Address | ] GH\LISTSERVWWWAarchives x| e
| Folders x | Name = size | Type | Date Modified | attributes |
& & wrpub | %Iimages File Folder §/24/2007 3:36 PM
= & Rhino_2003_G (G) : :]upload File Folder 7}15/2007 1:00 AM
& $riUninstalé | (B cataist.GIF 3K8 GIF Image 7/13j2007 7:02PM A
e | 2 DEFALLT.HTM 1KE HTML Document 8/15/2007 12:00 AM A
B Domriosd | (= oEFALLT W TRL 1,973KB  WWWTPL File 2{2{2007 5:29 PM A
@ Frewaop | # HEADER HTML SKE HTML Document 8/15/2007 12:00 AM A
= (@ LrsTsery | & moEx.HTML 1KB HTML Document 8/15/2007 12:00 8M A
&8 usts || [Bf LavFILTER GIF 4K8 GIF Image 7H3/2007 7:02PM A
& oG || (B LPOWERED.GIF 4KB GIF Image 71132007 7:02PM A
@& Mam =) s17E. W TRL 8KB WWWTPL File 6{12/2007 3:21PM A
& our # | TRAILER HTML 2K8 HTML Document 8/15{2007 12:00 AM &
& ool B urLoAD.CAB 22KB WinRAR archive 11/15/2006 1:54PM &
@& ™ BuPLoAD.JAR 40KE WInRAR archive 11/18/2006 1:54PM A
= 50 www

@ images
(20 upload
@ [ aspnet_client
__] scripts
(3 Lords
@ (2 Program Files
& (3 Rhing-SMTP
& () sqizksp3
@ (] SQLEVAL
) ._'I temp

Open the LISTSERYV Site Configuration file (x:\LISTSERV\MAIN\site.cfg) in Notepad and
make the following settings or changes:

WWW_ARCHIVE_CGI= /scripts/wa.exe
WWW_ARCHIVE_DIR= x:\LISTSERV\WWW\ARCHIVES
SITE_CONFIG_CGI_DIR= x:\LISTSERVA\WWW\SCRIPTS

Save the file.
Manually copy x:\LISTSERVAMAIN\wa.exe t0o X:\LISTSERV\WWW\SCRIPTS.
Do not start LISTSERV yet.

Step 2: Setting the NTFS File & Directory Permissions

Note: The 'Everyone' user is fundamentally unsecure and should not be used in a properly
secured NTFS file system.

Security settings, as below, are most easily set or checked using the Windows Explorer
program. First, select the desired directory, right-click on Properties, and then choose the
Security tab.

Important: If you do not see the Security tab, you do not have Administrator level permissions
and you cannot complete this setup until you do.

IF the IUSR-* user (or Administrators Group or SYSTEM user) is not present, then you will need
to click the [Edit] button to add a new user. Be sure the search location is only the
Local_Machine user list, not a domain user list.

In early versions of Windows, the local IUSR account was IUSR_machinename; but in Windows
2008, the user account is now simply IUSR.



Directory

Permissions

x:\LISTSERV\
(and all subdirectories)

Administrators: Full Control
System: Full Control

X:\LISTSERV\LISTS
(and all subdirectories)

Administrators: Full Control
System: Full Control
IUSR: READ (anonymous internet user account)

X 2 \LISTSERV\WWW
(and all subdirectories)

Administrators: Full Control
System: Full Control
IUSR: READ (anonymous internet user account)

X:\LISTSERVAWWW\SCRIPTS

Administrators: Full Control

System: Full Control

IUSR: READ & EXECUTE (anonymous internet
user account)

X Z\LISTSERVA\WWW\ARCH I VES\UPLOAD

Notes: This is the ONLY directory where the IUSR
account needs 'MODIFY' permissions, which
includes 'WRITE'. The IUSR account may also have

special WRITE-DENY permissions on all directories.

You may need to override this for this directory only.

Administrators: Full Control

System: Full Control

IUSR: READ, WRITE, MODIFY (anonymous
internet user account)

Start with the x:\LISTSERV\WWW directory:

More »»

Folders , 2 . : : T
T} YOUNGLEADE General | Sharing Bty W ersions | Customize |
|l Msgarchives Object name:
[T) Los
m MAIR Group or user Nanes:
[} OLD-Licte £& CREATOR OWHER
& upload £2 SYSTEM
ﬁ_" o E!v_ﬁdminishal'ms [ASSHZKE-03Admiristrators]
[]j SCRIPTS B2 Users [ASSH2KS-02 W sers)
11 sPooL
Iﬁ::: T™E T o change permissions, click Edit
T e Parmissions for CREATOR
[} ARCHIVES SELIEE Allowy Denw
[[} scrIPTS Full control e
& ine=l Madify
:D lsoft-tmp Read & exccute
[ 5 inkel List folder contents
" Read
m 2 item \adribe LI
J For special permissions or advanced settings. A d |
- click Advanced. ranes
Learn about access control and permissioes

Ok Cancel !




Folders :
-—. = ﬁl:ru:rall Sharing Security | Previous Yersions | Cuslunizr.l
L4 YOUNGLEADE I
"7, Meghrchives o R R A 3
] ,_fOG IR Permissions for WWw [
I PocicctvsersorGrows B
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[T} scripTs From this location:
[T2 sPonoL . |ASSH2KB-DS Locations... |
[ ™r
[]: e F  Enrter the object names to salect [snamples):
T} ARCHIVES £ [usAl Chieck Mames |
11 SCRIPTS
[T intel
j bsoft-t
”—*l_,. s Al | ok | Concel |
l_:;.;_antel \
-

_‘ S Full control =
1] Modify
~J 3

Read & execute
List folder contents
Read

|||_ am
ooooo
fa[alals

Leam shout access conbrol and permissions

o |
More >
Folders - ==
l-l_-II ST Eenarall Charing Secunty |P‘ravious\"arsinnai l:ushm'lizsl
- |
RPN 1 oo roosions for www |
['_L FAIRM E Seculy I
[T} oLD-Lists
Hj uplnad Object name: CALISTSERWV wWivins
l;j'- Sk Group or user names:
[T} scrarTs =
D s s = CFEEATDH O'wMER
1% e a3
[ s : B2 Admiristrators [ASSHIKS- 03 Administrators]
[T} arcHIves 1 £2 Users (ASSH2K 20N sars)
[ scripts
3y intel
[1} tsoft-tmp Add. | Remove |
& intel
= Permizzions for IUSH Alloas Crerye
[\ e Full control (| | =
U F Modify O O
i £ Fead & execute || O
List Folder contents EA (|
Fead E O =]
Leam shout access conbrol and permissions

I (1% I Cancel

Add Modify rights (automatically includes Write) only on the UPLOAD directory:



Folders
[T} msrru
i prac
[} rRESEARCH
[ suPPCRTSTAFF
[T} vPLOAD
[} voUNGLEADERS
[ scripTS
[H intel
|14 lsaft-tmp
[T intel
A Loa
[ mMam
[T} spooL
[ e
[T PerfLoas
[L Program Files

1}
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0 itemns

Fl UPLBAD Properties [ ]

General | Shaing  Secuity | Frevious Versions | Customize |

o A AL L i e i
IB Permissions for UPLOAD
E Security ]

Group or user nanies
L &% CREATOR OWNER

1 &2 sk
B2 SYSTEM
F E_;‘Adniristratora [ASSHZEE-03%Administrators)

1 82 Users [A55H2KE-03 U sers]

Object name: ¢ CALISTSERVYWWASAWARCHIVE SWUPLOAD

Permizsions for ILISE

T

Podify

Read & executs

List folder contents
Fead
frite

Leamn about access control and permmissions

o 1

Cancel I

Also, set the READ permissions for IUSR on the x:\LISTSERV\LISTS directory:

Folders
13 L1sTs
[T} AssHam
[T} assHcmos
[T} AassHCoDING

W

=

[T} AssHCOMMERCIA

I
[T} AssHEN:
[TV assHFeL
[T¥ AssHFor
[T3 AassHLEs
13 msSHTES
[T} assHwE
[T} assHvol
[T} assHvol
[T} LAFEDER
[T} msFrN

\1

L

d

i

Now start LISTSERV.

B 1Y 1575 Properties |
G l! Permissions for LISTS [x]

Security I

Obiject na

Group or user names:
£2 CREATOR OWNER

B2 SYSTEM
E&J—\dminislralms [A5SH2K.8-03\Admiristrators)
3,'_', Users [ASSH2KS-034 sers)

Permissions for IUSA

Full control

Madify

Read & execute
List foldes contents
Read

Leamn about access control and pemigsions

o]

Cancel |




Look in the x :\L1STSERV\WWW\ARCHIVES directory. You should see several files, including
DEFAULT .WWWTPL, HEADER .HTML, TRAILER.HTML, INDEX.HTML, and DEFAULT .HTM (more
files may also be there, but at least these). This is a good sign; it means LISTSERYV recognizes
the directory and can write its files there.

Important: If this does not happen, then there is a problem. You should check the LISTSERV
log file (X:\LISTSERV\LOG\LISTSERV-yyyymmdd.LOG) for any error messages. You may ask
L-Soft Support for help interpreting the log file. Repeat the steps leading to this point to verify all
settings. Do NOT pass here until this step performs OK.

B3 G\ LISTSERY\ WWW' archives

Fle Edit Wew Favortes Tools Help | A
G Back » = - ()| & search | Folders | EB-

Address ] G:\LISTSERV\WWW!archives -] P
[ Folders x| Name = size | Type | Date Modified | Attributes |
B @ w0 ;l %’Iimages File Folder 5/24{2007 3:36 PM
5 =3 Rhino_2003_G(G:) : :]upload File Folder 7{15/2007 1:00 AM
(3 $nkUninstaly | [Bf cataLIsT.GIF 3KB GIF Image 7)13{2007 7:02PM A
B A e | & DEFAULT.HTM 1KB HTML Document 8/15/2007 12:004M A
B8 Doveiood | = oerauLT e 1,973K8  WWWTPL File 2/2/2007 5:29 PM A
B Frowallogs | & HEADER HTML 8KE HTML Document 8/15/2007 12:004M A
= 3 LISTSERY &.' | INDEX.HTML 1KE HTML Document 8/15§2007 12:00 AM &
@ LsTS | [EfLavFLLTER GIF 4KE GIF Image 7/13/2007 7:02PM A
8 Loc | |HfLpowereD.GIF 4KE GIF Image 7/13/2007 7:02PM A
(2 MaIN (=) s1TE.wwwTRL 8KB WWWTPL File 6/12/2007 3:21 PM A
&8 our £ TRAILER HTML 2KE HTML Document 8/15/2007 12:00AM A
& spoot gumono.cns 22KB  WinRAR archive 11/18/2006 1:54PM A
& ™ UPLOAD, JAR 40KE WInRAR archive 11/18/2006 1:54PM A

|—] images
121 upload
& (] aspnet_client
(L1 scripts
(23 Lords
= (3 Program Files
& [ Rhino-5MTP
= [ salzksp3
@ [ SQLEVAL
& [ temp

Step 3: Creating Virtual Directories in IS

Open the IS Management console (also known as Internet Services Manager). Select the name
of your machine and click on + to expand the options. Perform the following actions:

1. Select Sites

Click on + to expand the options

Select and right-click on Default Web Site

Select Add Virtual Directory

Select Virtual Directory

Set Alias to archives

Click [Browse] to set the true directory path to Xx:\LISTSERV\WWW\ARCHIVES
Click [OK]

@roo0oTp
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Edit Permissions. ..

Edit Site
Eindngs...
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2. Select Default Web Site

a. Select and right-click on Default Web Site
b. Select Add Virtual Directory
c. Set Alias to scripts

d. Set the true directory path to x:\LI1STSERV\WWW\SCRIPTS

e. Click [OK]

'-"Elnternet Information Services {I15) Manager

CFle Vew  Hep

@y@ [e T WISTAR4 + Stes + Defaulk Web Sike -
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Alias:

scripks
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oK | Cancel |

4 Exphre
Edit Perrissions. ..

Edit Site
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Step 4. Setting the 1IS Web Extension Properties

IIS 7 implements a variety of restrictions on ASP, CGI, and other executable scripts that are
significantly stronger than previous versions of 1IS. You must now configure IS to allow it to run
the wa.exe script.

1. From the IIS 7 main screen, double-click on ISAPI and CGI Restrictions.

information Services (I1S) Manager
@ i |93 - Assoks03 - [ S5 @-
File  Wiew  Help
Gég ASSH2K8-03 Home
¢ Open Feature
e Start Page B u - — " 1 ™
< 1 | ¥ S e B | M 5
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=49 Default Weh site s 8 stop
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E |j ‘Wwebservices Ll s, e
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[ 4 Office Server WWeb Ser | & % é? ! = ‘ @
-4 sharepont - 1111 Error Pages Failed Request  Handler HTTP ISA] WAl 154F] Filters
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4@ SharePoint Central Ad § == <R o & q
= Aan 1 1
=4 SharePoint S5P Admin Q| J}‘— @?ﬂ i'*—‘ Lol &
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Management
4] i | = Features Yiew |/ Content View
Ready 83

Click on the Add link in the Actions box on the right side.

For Path: click the [...] button and browse to find x:\LISTSERV\WWW\SCRIPTS\wa.exe
For the Description, enter 'LISTSERV-CGI' (without the quotes).

Check the Allow extension path to execute box.

Click [OK]

o gk~ b

"‘Elnternet Information Services {I1S) Manager O] x] I
O [5-mweon - I
g

Flle Wiew Help
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-4 SharePoint 55P Admin - 8888 windows ShareP,,, Allowed C:\Program Files\Common FilesiMicrosoft Shared|web Server
(4@ SharePoint 55P Admin FBA - 77
-4 webservices.assh.org Add ISAPI or CGI Restriction EHE
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IC:\LISTSEIW\WV‘M’\SCRIPTﬁ\WP..EXE i I
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ILISTSER\{ a1l
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K re— 2
e

L | | D] ze
Configuration: localhost’ applicationHost. config ii:i

7. To allow the execution of wa.exe in the x:\LISTSERV\WWW\SCRIPTS directory:



a. Browse to the ~\scripts directory (Left window)
b. Double-click on Handler Mappings (Middle window)
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c. Find CGl-exe in the (grayed out) list of Disabled extensions, and then click Edit

Feature Permissions (Right).
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specific request types.
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4 | ] | Features View |, - Content View
Configuration: ‘Default Web Sitefscripts’ web, config L=

d. Check the Execute box (the background will suddenly change), and then click
[OK].
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] i fidd Script: Map.
- ip
2 Use this feature to spedify the resources, such a
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File or Folder
StaticFils % Enabled File or Folder -
4 | _"—j
0| | | | = |Features view |, - Content View
Corfiguration; 'Default Web Sitescripts’ web, config qi:g

Step 5: Final Steps

Windows Server 2008 implements a software firewall in Windows. By default, this firewall, if
enabled, will prevent IIS from serving any web pages. The same is true of SMTP services
(receiving email). You must configure the Windows Firewall to permit HTTP services and SMTP
services to work. We do not recommend disabling the Firewall unless you are fully aware of the
risks or you have external means of providing similar protection for the server.
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Sometimes it is necessary to stop/restart the Default Web Site in the IIS Manager at this point. It
does not hurt to do so now.

Now try to access http://your_server_name/scripts/wa.exe from a local web browser.
You should see the LISTSERV Archives page.

Email Lists Log In

_./< LISTSERV Archives
LA

TRAINING.LSOFT.COM
This LISTSERV semver is located at TRAINING.LSOFT.COM. Below you will find all lists that have been configured for public archiving. To access a specific list,

simply click on the name of the list in the table. To find confidential or unlisted lists, type in the list name in the search box to the night. For lists that have been
configured with an HTML description, you can get more information about the list by hovering the mouse over the list name,

List Name List Title Access Unlisted Lists

s BEN2 Ben's Test List numero 2 (11 Subscrbers)
: L search |

Options
; LogIn
een Get Password

Q Search Archives

If this does not work or if you get a 'page cannot be displayed' error, try the link
http://your_server_name/archives/header.html (this is a static page link that should always
work).

Server Administration List Management List Moderation Subscriber's Corner Email Lists Log In

If you get the LISTSERV Archives page, then click on Log In.

The Login Required page should be displayed. Enter your email address and personal
LISTSERYV password to login. If you do not have a personal LISTSERV password (different
from the CREATEPW stored in site.cfg), then you can create one by clicking on the Get a new
LISTSERV Password link.

If either URL doesn't work, then check the network access permissions between your desktop
machine and the LISTSERV machine. Your network rules may prevent access to that machine.
Also, be sure the Fully Qualified Domain Name of your server has been entered in local/internal
DNS and points to the correct IP address.

If both URLs take you to a Windows login screen asking for a Windows account user login and
password, then your NTFS file/directory permissions above are not correct. Revisit the above
section on these settings.

If you can get this far, then you should be OK.
If not, then work back to the last successful checkpoint, and then work forward again.

If you encounter problems, you should reference the 1IS log file. This is typically located at
C:\inetpub\logs\LogFiles. For help interpreting IS Status Codes see
http://support.microsoft.com/kb/318380 .



http://your_server_name/scripts/wa.exe
http://your_server_name/archives/header.html

Special Note for users of 1IS SMTPSVC: IIS 7 Manager does not implement any means to
configure the SMTPSVC. Instead, you need to install the IIS 6 Management Console from the
Windows 2008 Installation Media; and then, use that to configure SMTPSVC in the same
manner as for Windows 2003/11S 6.

Add Role Services

Select Role Services

Select the role services to install For \Web Server (TI1S)

Canfirmation Rile services: Descripkion:

Frogress [ 115 Client Certificate Mapping Authentication ~| 156 Management Consale provides
g infrastructure for adminiskration of

Results [7] URL Authorization

. i remote 115 6,0 servers from this
Request Fikering (Installzd) compuker,

|:| IP and Domain Restrictions
2 [& Performance (Installed)
Static Content Compression (Installed)
|:| Dwnamic Content Cormpression
2 [@ Management Tools (Installed)
115 Managemant Console (Installzd)
[] 115 Management Scripts and Tools
- i E— I -
= [E 115 6 Management Compatibility {Instame
115 & Metabase Compatibility (Installzd)
I:‘ 115 & WHMI Compatibility
[] 115 & Scripting Tools

|:| FTF Service
["] FTP Extensibilicy
[ 115 Hostable Web Core

L]

More about role services

After Installing, the 11S6 Manager now appears on the Administrative Tools menu:

~ LISTSERY ~ Wi = ARCHIYES ~ LPLOAD

| -] Type | -| size
This Folder is empty

Favorite Links Name = | -| Date modified
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More >

Terminal Services

Computer Management
Data Sources (ODBEC)
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[} RESEARCH

7 [T} SUPPORTSTAFF
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Security

i
& adminuser iy Server Manager
@ Inkernet Explorer
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Internet Infofmation Services (I15) 6.0 Manager enables vou
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Local Security Policy
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dizbility and Performance Monitar
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o & share and Storage Management
- £ windows Update =
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Computer
= SharePaint: Products and Technologies Configuration Wizard
=

m,-“} Motepad

Inikernet Information Services (T15)
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Hetwork Storage Explorer
=l System Configuration
7 Task Scheduler

i Windows Firewall with Advanced Security

Contral Panel

Marager Adm Ml i¢ windows Server Backup
a FileZila Help and Suppart
g System Configuration Run. .,
@ Ease of Access Center ‘Windows Security
@ Calculator
»  AllPrograms
[Start Search = [0} - »
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