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THE 2003a LEVEL SET

The 2003a | evel set includes all known fixes, patches and between-
rel ease enhancenents up to 26 Septenber 2003, as foll ows:

- USABI LI TY: New SOFTBOUNCE changel og record for nolist changel ogs
- USABILITY: New DROP argunent for SERVE OFF conmand

- USABILITY: New ALLOW BOUNCES par aneter for Loopcheck=

- USABILITY: Change to .BB conditional processor

- USABILITY: New & TOFI ELD, and & NAME; substitutions for mail-merge
- USABILITY: New SPAM ALERT site configuration variable

- USABILITY, SECURITY: .HH OV OFF changes

- SECURITY: [Unix] Setting umask/read perm ssions for web interface
- SECURITY: [Wndows] Protecting web index files (11S) [updated]

- SECURITY: [Wndows] Protecting web index files (Apache) [added]

- ANTI-VIRUS: [Wndows] F-Secure Anti-Virus 5.41 now supported

- PERFORMANCE: [ W ndows] SMIP worker | oad bal ancing i nprovenents

- PERFORMANCE: M scel | aneous i nprovenents

- M scel l aneous fixes

- Wb interface enhancenents

M scel | aneous fixes for 'wa'

Al so pl ease note:

- OS support information (inportant)
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* USABI LI TY: New SOFTBOUNCE changel og record for nolist changel ogs *
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Thi s new event has been added to the nolist changel ogs as a counterpart
to the BOUNCE record, which | ogs only pernmanent bounces (that is, those
which are returned with a 5.x.x or 5xx DSN code signifying that they
are pernmanent in nature).

Previously, LISTSERV discarded "nolist" reports that did not refer to
"permanent" (5.x.x or 5xx) errors and reported out to the changel og
file only those interpreted as being due to a truly "fatal" error (for
i nstance, "no such user").

The SOFTBOUNCE record now provides full reporting for non-fata

bounces, giving the user full control over what to do about tenporary
errors that nay be returned to the owner-nolist address rather than
sinmply discarding them For exanple (addresses x'ed out to protect the
i nnocent; they will appear in full in a real changel og):

20030528162031 SOFTBOUNCE XXXXXXXXXXXXX@XXXXXXXXXX. COM 4. 2.2
Unspeci fied; usually "Milbox full"



20030528162623 SOFTBOUNCE XXXXXXXXXXXXX@XXXXXXXXXX. COM 4. 2.2 Di sk quota
exceeded

20030529075124 SOFTBOUNCE xxxxx@xxxx. EDU 5.0.0 550 error - no such
reci pi ent

20030529075730 SOFTBOUNCE xxxxx@xxxx.EDU 5. 3.4 552 Requested nai
action aborted: exceeded storage allocation
20030529080506 SOFTBOUNCE XxXXXX@xxxx.EDU 5.0.0
20030529080738 SOFTBOUNCE xxxxx@xxxx.EDU 4.2.1
not accepting messages

20030724170230 SOFTBOUNCE XXXXXXX@XXXXXXXX. COM 2. 0. 0 250 K

4.4 Unable to route
2.

5.
4.2.1 Mail box di sabl ed,

Li ke the BOUNCE record, SOFTBOUNCE records apply only to noli st
changel ogs, and will not appear in regular |ist-based or system
changel ogs.
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* USABI LI TY: New DROP argurent for SERVE OFF comand *
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It is now possible to serve off a problemuser and "drop" further
nessages conming fromthat user on the floor rather than have them
bounced to the postnmaster with the nessage stating that mail has been
recei ved froma user who has been served off.

Si nply append the argunent "DROP" to the end of a SERVE OFF command,
for instance:

SERVE useri d@ost OFF DROP
The QUI ET nodifier can al so be prepended, as before:
QUI ET SERVE useri d@ost OFF DROP

The response from LI STSERV wi |l indicate that further nmessages fromthe
user in question will be dropped silently:

JOE@EXAMPLE. COM has been permanently served out. Access can be restored
only

by privileged users. Incom ng messages from JOE@EXAMPLE. COM will be

dr opped

silently.
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* USABI LI TY: New ALLOW BOUNCES par aneter for Loopcheck= *
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In LI STSERV 1.8d and previous, it was possible to create a list to
collect error reports fromanother list (or lists) by setting
"Loopcheck= None" for the list that was to collect the errors. This
wor karound no | onger applies to LI STSERV 1. 8e.

Set "Loopcheck= None, Al | ow Bounces" in the error-collecting list's
header to solve this problem (Note that setting "Loopcheck= Al ow
Bounces" will generate a syntax error. "Allow Bounces" must be set in
conjunction with "None".)
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* USABI LITY: Change to .BB conditional processor *
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Prior to this level set, a conmplex conditional in a mail-nerge job
requi red judicious use of parenthesis. For instance, a conditional
eval uating a PARTS variable for three distinct values required the
foll owi ng construction:

.BB ((John in &PARTS or Max in &PARTS) or Mary in &PARTS)
-do sonething interesting-
. EB

This construction would be true and sonething interesting would be done
i f &PARTS cont ai ned one or nore of "John", "Max", or "Mary".

The syntax has been sinplified, so that it is now possible to specify a
.BB conditional line as foll ows:

. BB John in &PARTS or Max in &PARTS or Mary in &PARTS

Wi t hout parenthesis to get the same results. There is no operator
precedence. By definition, the parser gives precedence fromleft to
right, that is, "a or b or ¢

is'(aor b) or c'.
For backward conpatibility, the original syntax with parenthesis
remai ns valid.
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* USABI LITY: New & TOFI ELD;, and &*NAME; substitutions for mail-nmerge *
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Two new built-in mail-nerge substitutions and a related (optional)

DI STRI BUTE keyword are available starting with the 2003a | evel set

rel ease. These have been added to sol ve concerns about "(no nane
avai l abl e)" appearing in the To: field, and at the sane time the flaw
in using:

To: "&NAME; " <& TQO >

which is not correct for all possible values of &NAME.
This feature adds one optional DI STRI BUTE keywor d:
NAMEFI ELD=xxX

This indicates the nane of the XDFN DBMS field containing the name of
the recipient. If absent, the nane is unknown (see bel ow).

In the case of DBMS=LI ST, the default val ue of NAMEFI ELD=xxx is set
automatically fromthe "DBMS=" keyword and/or the systemdefaults found
in SITE.CFG Note that the correct syntax i s NAMEFI ELD=NAME, not

NAVEFI ELD=&NANE; or simlar. NAVEFI ELD=xxx is not ignored for a |ist



di stribution. Any avail able colum nane can be specified for NAMEFI ELD,
at the risk of nmaking a m stake. The design assunption was that in sone
cases there nmight be several name columms in the table, for instance
with different character sets or one with and one w thout accents. It
was thought best to allowthis to override the internal default, even
if the default is correct. However, nornally one should omt

NAVEFI ELD=xxx for a list distribution and LI STSERV will provide the
correct val ue.

Two substitution variables are added. & NAVE is replaced with the
vari abl e specified in NAVEFI ELD=xxx. |f unknown, the enpty string is
substituted as a constant. This is just a convenient way to refer to
the nane field in exanples or generic jobs, regardl ess of what it is
really called

The second substitution is & TOFI ELD, which is a correct RFC822 to
field (without the "To:") for the supplied nane and e-nmil address. |If
the nane is unknown or missing, the result is the same as & TO A

m ssing nane is NULL, the enpty string or '(no nane available)'. To
clarify, the correct use is:

To: & TOFI ELD

Note that there is a performance cost for this option. The RFC822 rul es
are sonewhat tine-consuning; additionally, this also requires parsing
XDFN lines to extract the nane field (when not needed, LISTSERV sinmply
passes themon to LSMIP and adds its own XDFN). Finally, the NAME
field is passed to LSMIP even if it is only used for & TOFI ELD.
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* USABI LI TY: New SPAM ALERT site configuration variable *
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A new Bool ean site configuration variable, SPAM ALERT=, has been added
beginning with this level set release. SPAMALERT defaults to O,
nmeani ng that spamalerts will not be sent to the LI STSERV post nast er
(but will still be sent back to the nessage poster for his/her

i nformation).

The previous default behavior, in which the LI STSERV postnaster was
cc'd on all spamalerts, can be reverted to by setting SPAM ALERT=1

Exanpl es: VM SPAM ALERT = 0
VMS:  SPAM ALERT " 0"
uni x: SPAM _ALERT=0
Wn: SPAM ALERT=0

(Under unix, don't forget to export.)
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* USABI LITY, SECURITY: .HH OV OFF changes *
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Starting with the 1.8e-2003a | evel set rel ease

- . HH commmands now nest.



- The .HH ON and . HH OFF dot commands are respected in KEYWORDS files
called fromlist headers with the .IK dot command. Previous builds
i gnored . HH commuands in KEYWORDS fil es.

The foll owi ng shoul d be noted:

In a KEYWORDS file, .HH OFF found in excess of .HH ON will be ignored.
This ensures that a KEYWORDS file called frominside of an . HH ON bl ock
wi Il not expose the remai nder of that block upon return fromthe call

Simlarly, LISTSERV will internally generate as many .HH OFF tags as
necessary before exiting the KEYWORDS file and returning to the list,
if more .HH OFF tags than .HH ON tags exist in the KEYWORDS file.

Both of these precautions ensure that .HH coding errors in a KEYWORDS
file will not result in exposure of keyword settings that it is desired
to keep hidden.
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* SECURITY: [Unix] Setting umask/read perm ssions for web interface *
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In previous versions, LISTSERV has witten files to its web interface
wi th what ever default umask was set for the 'listserv' user. This left
web index files (listnanme.ind*) world-readable, and although directory
browsi ng could be disabled in the web server, if one knew the nam ng
conventions for these files, it was not difficult to guess an
appropriate URL to be able to read them (usually for the purpose of
obt ai ni ng addresses of people who post to lists).

From the 1.8e-2003a | evel set release, LISTSERV now sets a default
umask of 0g7 (group being left up to the server adm nistrator) at
startup tinme, and will wite these files w thout world-read perm ssion
closing this potential exposure.

LI STSERV al so no longer wites WNWMPL files into the /archives
directory with worl d-read perm ssion

It may be necessary to delete all files fromthe /archives directory
tree and stop and restart LISTSERV to rebuild themin order for the new
perm ssions schenme to propagate across the entire LI STSERV web
interface. Naturally, appropriate permssions can also be applied
manual |y, with the understanding that LISTSERV will subsequently set
perm ssions per the above for all new web interface files it creates.
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* SECURITY: [Wndows] Protecting web index files (I1S) *
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Previously, it has not been possible to protect LISTSERV s web index
files under Wndows/11S frombeing read by general users. Although the
files thenselves are not |inked fromanywhere, and it is assuned that
security-mnded sites have directory browsing disabled, it is not
difficult to guess the nanes of the files if one is deternmined to read
the information they contain. Since they do contain email addresses of
peopl e who have posted to the list, |eaving themopen to read by
general users, sone of whom nmay be searching for addresses to add to



spammailing lists, is considered unacceptable. However, because
WA. EXE and the web server as a whol e run under the sane account
(usual Iy 1'USR rmachi nenane by default), by definition they cannot be
told apart.

From LI STSERV 1.8e-2003a, it is possible to protect the index files
fromcasual viewi ng. The procedure outlined bel ow assunes the
fol |l owi ng:

- You are running I1S and the I1S account is called | USR WW

- You are starting froma working WAV II1S setup and want to nake it nore
secure

- You have sensible protections on the web directory tree (in other
words, you haven't given the Everyone user full access).

Step 1: done the |USR WMV user into, say, |USR LI STSERV

NOTE CAREFULLY: For servers running on domain nenbers which are not
domain controllers, you MIST create the USR LI STSERV user as a domain
user. This does not apply to servers running in a standal one

envi ronnent or to domain controllers thenmselves -- ONLY to servers
runni ng on domai n nenbers.

Step 2: Change the Wndows file perm ssions on the scripts directory
to give RX pernmissions to |USR LI STSERV. [|f you do not have other
scripts running out of that directory, you can renove the RX perm ssion
there for USR WWN otherwi se you will probably want to | eave

| USR_ WAV s permi ssions intact.

Step 3: Change the Wndows file pernissions on the 'archives
directory tree and on the various |ocations of the list archive files
such that IUSR LI STSERV has read access. Renpve all access to these
files fromIUSR WNWVexcept for "Traverse directories".

Step 4: In the Internet Services Manager, right-click on the scripts
directory under the appropriate web site, and click "Properties".
Choose the "Directory Security" tab, then in the box |abel ed "Anonynous
access and authentication control™, click "Edit" to bring up a pop-up
wi ndow entitled "Authentication Methods". |In that w ndow, ensure that
"Anonynous Access" is checked, and click "Edit" next to "Account used
for anonynous access". Change the user fromI|IUSR WWVto | USR LI STSERV,
and do not uncheck the box that says "Allow IS to control password".
Cick "OK" until you get back to the main Internet Services Manager

wi ndow.

At this point, WA is running as IUSR LI STSERV. It has read access to
everything in the "archives' directory tree, and to the list archive
files, and everything should work as before. From WA's perspective,
not hi ng has changed except its SID. Attenpts to read random
listnanme.ind* files fromthe list directories under 'archives' should
now require a login and password, which, assuning one is a random user
wi t hout special access, wll fail.

Regul ar web access, on the other hand, will fail unless files have been
gi ven some kind of broader access than I USR LI STSERV, Read. The current
buil d of LISTSERV sets Everyone, Read on the files that need to have it.



It nay be necessary to delete all of the HTM. files and i nages fromthe
"archives' directory tree in order to let LISTSERV rebuild them
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* SECURITY: [Wndows] Protecting web index files (Apache) *
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It is much sinpler to protect the web index files under Wndows if you
are usi ng Apache.

You nust enable (if it is not already enabled; the installed default is
to disable) the use of .htaccess files that may control at |east the
"Limt" directive, and place an .htaccess file in each list-Ievel
directory which contains the foll ow ng

<Limt GET POST OPTI ONS PROPFI ND>
O der deny, al | ow
Deny from all

</Limt>

This will deny access to the files in that directory via http, while
still allowing WA.EXE to access themfor its own purposes.
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* ANTI-VIRUS: [ W ndows] F-Secure Anti-Virus 5.41 now supported *
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F-Secure Anti-Virus 5.41 is now certified with LISTSERV 1.8e. Sites
with current maintenance may obtain a key for FSAV 5.41 fromtheir
sales representative (earlier FSAV keys will not work with FSAV 5.41).

The FSAV 5.41 kit may be downl oaded fromftp://ftp.lsoft.conif-
secur e/ 541srv9180. zi p .

Before installing or upgrading, be sure to review L-Soft's Installing
F- Secure Anti-Virus docunent, as well as the LISTSERV/ F-Secure FAQ .
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* PERFORMANCE: [ W ndows] SMIP wor ker | oad bal anci ng i nprovenments *
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An option for strict "round-robin" delivery to the outbound MIA via
LI STSERV' s SMIP "wor ker" processes has been added to the W ndows
versi on of LI STSERV

[Pl ease note carefully that this option is not avail abl e under unix or
QpenVMS at this tine.]

To activate this feature add the line

SMIP_STRI CTLY_ROUND_ROBI N=1

to SITEECFG Stop and restart LISTSERV to pick up the change.
Activation of this feature tells the SMIP workers, if plural, to only

process nessages whose spool IDis congruent to their worker |D nodul o
the total nunmber of workers. In other words, they only process their
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fair share of nessages. Messages w thout a nuneric spool |ID, such as
those created nanually or by debug scripts, are "free for all" and w |l
be processed by the first worker that sees them The SMIP worker | og
files (x:\LISTSERWLOG SMIPS#n-yyyynmdd. LOG) will have a nessage at the
top confirming that the feature has been activated.

DRAVBACK: if a worker should die, sone nessages will be |eft
unprocessed. In practice, we have never ever seen a worker die unless
there is sone kind of global systemproblem |ike a disk crash or out
of swap space condition (not counting workers that abort due to a
configuration error). But, in theory, it could happen. Another
potential drawback is nore cycles spent scheduling workers since a
short burst of messages will require the participation of each and
every worker. L-Soft does not believe that it will be a very
significant difference except in | owvolune, nany-worker scenarios (in
a high-volunme scenario, workers are not very often in wait state and it
does not matter froma resource utilization standpoint which nmessages
they pick and on which criteria).

| MPORTANT: this feature is inconpatible with worker pools. Any workers

placed in a pool will ignore SMIP_STRI CTLY_ ROUND ROBI N=1 and process
all nessages for the pools they are currently enabled for. Wrkers not
in a pool, if any, will honor the option and this is likely to lead to

unprocessed nmessages. This feature cannot be inplenmented for pools
wi t hout maj or work because the workers do not comuni cate with each
other. This neans they cannot nmaintain a catal ogue of all pools
currently active and how nany workers are currently working on what
pool s.

It should be nade clear that any inbalances in |oad sharing are outside
LI STSERV. By default (that is, w thout SMIP_STRI CTLY ROUND ROBI N=1),
the vari ous workers are synchroni zed using a single, shared event flag.
LI STSERV sets the event flag when there is a new nessage to process.
Because there is only one event flag, LISTSERV could not possibly be
favoring a particular worker, or ignoring a particular one. Al the
workers wait on this event flag when they run out of work to do, and

W ndows deci des which of the workers to wake up if several are waiting
(only one is awakened). W ndows does not know that they are nunbered
#1, #2, etc. They are just different processes as far as Wndows is
concerned. All tests done so far have shown that Wndows seens to use a
round-robin algorithm Sinmulations have all shown approxi nately the
sanme nunber of wakeups for every process.

However, our sinulations were based on pseudo-workers that did a
variety of things at the sane speed. If for any reason a worker is
slower (typically because it is talking to a slower MIMA), it will tend
to be busy when the other workers are waiting for new work. That is,
there will tend to be a nore-than-fair occurrence of the state where
all workers are waiting except for the slow worker, which is still busy
finishing its [ast nmessage. At that point it is guaranteed that the
next nessage will be processed by one of the fast, waiting workers.
This dynanic | oad balancing is by design. MIA speed can vary
significantly in the space of a few m nutes and the workers adj ust
their respective shares accordingly and w thout human intervention. The
result is nore nessages to workers (and thus to MIAs) that have nore
capacity right now, though this can change in only a few ni nutes.



Thus a slower target server will nornmally lead to a |less-than-fair
share of nessages. The purpose of SMIP_STRICTLY ROUND ROBIN=1 is to
enforce a fair share for all workers by earnmarki ng nessages for a
particul ar worker.
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* PERFORMANCE: M scel | aneous i nprovenents *
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Were practical, routines have been tightened and performance i nproved.
Speci fic improvenents incl ude:

For HPO only, reverse indexing of attachments has been inproved by an
enhancenent that better recogni zes Base64, uuencode, and M ME
boundaries. This change is not retroactive; reindexing will be
required if reverse indexing is already enabled (ie, DBRINDEX=1). To
force reindexing, sinply delete |istname. DBRI NDEX wherever found, and
the reverse index will be rebuilt at the next search of the list's

ar chi ves.

Al so for HPO only, performance issues that arise when changel ogs get
very | arge have been addressed.
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* M scel |l aneous fixes *
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The foll owi ng problenms have been fixed with the rel ease of the LI STSERV
1. 8e-2003a | evel set.

- Wth "Attachnents= No" it was possible for the content filter to be
call ed on LSMIP bounces, and reject them

- The LI STSERV 1. 8e-2002a | evel set release had a bug that caused the
owner - LI STSERV pseudo- mai | box to not be recognized as a valid address.

"Send= Editor, Hol d, Confirm NOM ME" was not working for confirnmation
requests sent in response to nmessages sent froman editor address.

- Avariety of problenms stemming fromthe use of .BB statenents in
which a variable froma DBMs field was used, but does not appear
anywhere else other than in .BB statenents, were addressed in the
DI STRI BUTE optim zer

- Unquot ed senicolons in .BB conditionals now work. Previously one had
to code

.BB"&X' =1

in order to force LI STSERV accept the variable with the semicolon. The
synt ax

.BB &, =1

i s now accept abl e.



- Sites with an explicit value set for the DEFAULT SPLIT variable in
the site configuration file would receive the error "Error in header
data stream in the web interface when trying to do anything that

i nvol ved a string function (for instance, when nodifying a |list header
or atenplate, creating a list, sending a posting, doing a bul k upload,
and so forth). Renpbving the DEFAULT SPLIT setting and restarting

LI STSERV was reconmmrended as a wor karound. Wth the |evel set rel ease,
setting DEFAULT _SPLIT is no | onger a problem

- Wien a list was created fromthe web interface with di gests enabl ed,
but without archives, that is, with something like

Not ebook= No
* Digest= Yes,/honme/listserv/lists/nylist-1,Daily

the digest directory was not created.

- Probes returned to LISTSERV in a bad format were being forwarded to
list owers without any explanation, rather than being processed
correctly by LISTSERV s non-probe bounce code.

- When the primary editor of a noderated |ist was coded as an access-

| evel (eg, "Editor= Omer" or "Editor= Omers"), LISTSERV would
generate approval requests to an invalid address (typically
"OMER@ Bl TNET"). LISTSERV will now avoid this and default to sending
t he approval request to the first listed non-quiet |ist ower. The
docunent ed reconmendati on not to use an access-level as the primry
editor of a list continues to stand, as it is not always the case that
the Iist owner should be the primary (or only) editor

- LI STSERV woul d | og the nessage "Changel og updated" even when the
guantity witten was zero.

- It was noted that the LI STSERV-generated RFC822 "Message-1D:" header
was not unique if nore than 100 out bound nmessages were generated per
second.

- [Non-VM In previous versions a PUT of a KEYWORDS file did not reset
cached list header information and a stop and restart of LISTSERV was
required to re-cache the headers after the PUT
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* Wb interface enhancenents *
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"Show Al'l Lists" option on Subscriber's Corner is no |onger shown
to users for whomit is not avail able.

"Renove mailing list" link on Adm n page provides instructions for
renmoving a mailing list.
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* M scell aneous fixes for 'wa' *
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The "wa" CA executable is now at version 2.3.27. Since the rel ease of
the LI STSERV 1.8e 2002a | evel set in Decenber 2002, the follow ng fixes
have been appli ed:

- Fixed multiple bugs in archive searches:
o match display in multi-list search is inproved
o nmultiple bugs in handling of .Mfrom LI STSERV fi xed
0 incorrect sorting of dates should be fixed

- Fixed URL escaping in multiple Iinks

- Fixed header optimzer (List Wzard)

To determ ne what version of "wa" you currently have running, sinply
i nvoke "wa" with the paraneter ?DEBUG SHOM VERSI ON . For instance,

Uni x:
http://yourserver/ pat h-to-wa/ wa?DEBUG SHOWN VERSI ON

W ndows, QpenVMS
http://yourserver/ pat h-to-wa/ wa. exe?DEBUG SHOWN VERSI ON
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* OS support information (inportant) *
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LI STSERV 1.8e is the last version for several operating systens which
have becone obsol escent over the life of this product cycle. The
operating systens which will no |onger be supported after version 1.8e
are:

W ndows NT 4.0 SP6
W ndows 95/ 98/ Me
BSD (Intel)

IR X (M PS)

Sol ari s-x86 (Intel)

Sites running these operating systenms should start planning now for a
mgration to a different operating system Please contact your sales
representative for further information

Sites running the Wndows 95 shareware should note that their |icenses
will not activate the product under Wndows XP. Please contact your

sal es representative for alternatives if you are planning to upgrade to
W ndows XP (optionally you may migrate to the LI STSERV Lite Free
Edition). Sites running the Wndows 95 Lite Free Edition can sinply
upgrade to the Wndows NT/ 2000/ XP LI STSERV Lite Free Edition

(Naturally you may al so el ect to continue running LI STSERV under

W ndows 95/98/ Me, but there will be no further new versions or fixes
for that platform)

It should be noted that L-Soft dropped support for the foll ow ng
operating systens with the original release of LISTSERV 1.8e (in other
words, LISTSERV 1.8d was the last version for these platforms):

Wndows NT 3.5, 3.51, 4.0 pre-SP6 (Intel)
W ndows NT (Al pha AXP)



SunCS 4. x ( SPARC)
Utrix (MPS)
OpenVNS ( VAX)
VM SP, VM HPO

On the plus side, L-Soft now formally supports FreeBSD (Intel) and
Li nux (S/390) in LISTSERV 1. 8e.

A conprehensive |ist of operating systens (and versions) under which
LI STSERV i s supported can be found at

http://ww. | soft. conf products/default.asp?i tenrlistserv-ossupport
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* APPLYI NG THE 2003a LEVEL SET *
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Level sets are standard installation kits that replace the previous
installation kits on L-Soft's FTP and web servers. They can be used to
install a new copy of LISTSERV or upgrade an existing installation. A
level set is simlar to a Wndows NT CD-ROMw th the | atest service
pack pre-applied.

To downl oad the 2003a | evel set, sinply go to L-Soft's web site (or to
FTP. LSOFT. COM and downl oad an eval uati on copy of LISTSERV or LI STSERV
Lite, then follow the installation instructions for your operating
system The kits can be found at:

http://ww. | soft.com downl oad/ def aul t. asp?i temel i stserveval
http://ww. | soft.conf products/default.asp?itenrlistserv_lite

LI CENSE KEY FOR THE 2003a LEVEL SET

The | evel set is a no-cost upgrade to custoners |icensed for version
1.8e and will work with your existing 1.8e |license key.

The level set will NOT work with a 1.8d or older license key. If you
are still running a pre-1.8e LISTSERV installation and would like to
upgrade to this | evel -set rel ease, please contact your sales
representative to get a 1.8e LAK BEFORE you attenpt to upgrade.

SPECI AL NOTES

1. This docunent does not include upgrade instructions. Please see the
installation guide specific to your OGS platformfor upgrade
i nstructions.

VMNVS: http://ww. | soft. com manual s/ 1. 8e/ virsi nst . ht n
Uni x: http://ww. | soft. conf manual s/ 1. 8e/ uni xi nst. ht
W ndows: http://ww. | soft.com manual s/ 1. 8e/ ntinst. htm

VM sites currently at the 1.8e level should downl oad
ftp://ftp.Isoft.conflistserv/vnifix2003a.hex and install it per the
"Fi xes and Upgrades" section of ftp://ftp.lsoft.comlistserv/vn 00-



read.ne . VMsites currently at the 1.8d or earlier level mnmust first
upgrade to 1.8e before applying this level set fix.

2. Make sure to update ALL LI STSERV execut abl es, including wa,

Isv_amn, lcnd, etc., and associated files, such as the mail and web
default tenmplates. Unix Classic sites need to be sure to downl oad both
common.tar.Z and the “unane’.tar.Z for their operating system For uniXx
we al so recommend touching all files in the distribution prior to
runni ng ' make update', to ensure that they are "newer" than your

exi sting production files.

3. The 2003a |l evel set is only available for operating systens
currently supported by L-Soft. Wen browsing FTP. LSOFT. COM you nay
find installation kits for other operating systens, such as Utrix or
SunCS 4.x, but these kits will be based on ol der versions and/or code
bases. L-Soft no | onger has devel opnent systens for unsupported
operating systens and is not in a position to conpile the 2003a | evel
set for these systens.

*end of file*



